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Privacy Notice  
Effective date: 7 September 2026 

Part A 

1. Introduction 

This Privacy Notice explains how The Messaging Company Pty Ltd (ACN 669 674 382) trading as 

Junara, other entities in its corporate group, its local agents and/or associates (together “we”, “our” or 

“us”) collect, use, store, share, and safeguard personal data in accordance with the data protection 

laws that apply to you. It also outlines the rights you have in relation to your personal data, including 

to access, rectify, or update the information we hold about you. The law and regulator that apply in 

your region are set out in Part B, and the corresponding regional terms are in Part C.  

2. Our role  

Our role differs depending on the type of personal data concerned.  

For the content that you create, send, receive, or store through the email service (including emails, 

contacts, calendar entries, tasks, and attachments) (together “Content”), we are not the data 

controller and process that Content on your behalf to provide the services in accordance with our 

agreement with you.  

For account and billing data (including the identifying, account, contact, and purchase and transaction 

information used to establish, administer, bill, and support the account), we act as the data controller. 

We do not routinely access, read or analyse the Content of your email; we access it only where 

necessary to operate, maintain, secure and provide the service, or where the law requires. 

3. Personal data we collect 

In this Privacy Notice, we use the term “personal data”. When we use this term, we mean information 

that can identify or be linked to you as an individual. 

We collect different types of personal data depending on how you interact with us. This includes 

information you provide directly, information collected automatically through your use of our services, 

and information obtained from third parties. 

Information you provide directly 

We collect personal data that you choose to provide to us, for example when you create an account, 

communicate with us, or purchase our products or services. This includes: 
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• your full name and date of birth; 

• account information, including your username; 

• contact details such as your residential and billing addresses, phone number(s), and email 

address(es); 

• purchase and transaction information, including details about payment methods and 

payments to and from you, and other details of services and products you have purchased 

from us; 

• marketing preferences, including your choices about receiving marketing communications 

from us; 

• records of our interactions and correspondence with you via phone, when submitting a web 

form or online chat interaction, email, text message, social media, or otherwise; 

• customer service information, including your customer service enquiries and comments, 

feedback, and survey responses; 

• information required to meet our legal obligations (including data relating to contracts, 

payments, and communications sent or received via our services); and 

• a copy of any email reported as misclassified (e.g. spam, not spam, phishing, malware, 

etc.). 

Information collected automatically 

When you use our websites, mobile applications, or online services, we automatically collect certain 

information about your device and activity. This includes: 

• usage data about how you interact with our services; 

• IP address and general location information derived from your IP address (not precise 

location); 

• search and browsing behaviour and user journeys; 

• website usage patterns; 

• cookie preferences; 

• information collected from cookies, beacons, tags, and scripts, including details about your 

interaction with our online presences, such as the pages you visit, the number of visits, the 

number of scrolls, language preferences, webpage interactions and searches, IP address, 

and the location of the devices accessing our websites and services, demographic 

information about you, your user settings, and analytics data; and 

• log file information automatically reported by your internet browser or mobile application 

each time you access our websites or services, including information such as your 

operating system, device type, unique identification number, browser type, geographic 

location, referring/exit pages and URLs, number of clicks, domain names, landing pages, 

and pages viewed. 
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4. Information obtained from third parties or linked accounts 

We may also receive information about you from third parties, including when you link or integrate 

third-party services with your account. This may include: 

• information about any third-party accounts you connect or link to your account with us; 

• technical information or metadata received through linked accounts or services (e.g. to 

retrieve or send emails, or to attach/save files); and 

• verification or anti-fraud data obtained from payment processors or compliance partners 

where required by law. 

The above list is not exhaustive and in specific instances we may need to collect additional personal 

data for the purposes set out in this Privacy Notice. 

If you do not provide the personal data we require to deliver our products or services, we may be 

unable to provide certain features or services to you. 

5. How we use your personal data 

The table below explains the purposes for which we use your personal data and the corresponding 

legal basis. 

Purpose Legal basis 

To operate, maintain, and provide to you (or your service 

providers) the features and functionality of our websites, 

products, and services 

Performance of a contract 

To process, manage, and deliver customer accounts Performance of a contract 

To provide you with quotations, updates, and information 

related to our services (including steps taken prior to entering 

into a contract) 

Performance of a contract  

To notify you about changes to our services, terms of service, 

or this Privacy Notice 

Performance of a contract 

To establish your identity and verify your account Performance of a contract 

To send you marketing communications (including newsletters 

or promotional materials) 

Legitimate interests, including 

consent where the law requires it; 

you can opt out, or withdraw 

consent, at any time 

To respond to your questions and concerns or to enable you to 

exercise your legal rights (such as data subject access 

requests) 

Legal obligation 

To comply with our legal obligations and other regulatory or 

compliance requirements 

Legal obligation 

To administer and protect our organisation, products, services, 

and websites, including troubleshooting, data analysis, testing, 

system maintenance, support, reporting, hosting, security, 

vulnerability and fraud detection, and protection activities 

Legitimate interest - to ensure the 

effective and secure operation of 

our business and IT systems 

To improve our websites, products, services, marketing, 

customer relationships, and user experiences (including 

through analytics and business intelligence) 

Legitimate interest - to 

understand how our products and 
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services are used and improve 

them 

To aggregate or de-identify data for analysis and produce 

insights about the use of our services and websites 

Legitimate interest - to develop 

and enhance our offerings 

To research, monitor, and evaluate our products and services 

in order to improve quality and develop new offerings 

Legitimate interest - to innovate 

and enhance our service delivery 

To monitor or audit your use of our products, services, and 

equipment for compliance with contractual terms or applicable 

law 

Legitimate interest - to ensure 

your compliance and protect our 

rights 

To minimise the risk of or prevent fraud, crime, or misconduct Legitimate interest - to protect our 

business, users, and partners 

To enhance or ensure the safety and security of our and 

others’ employees, customers, suppliers, and systems 

Legitimate interest - to maintain a 

safe and secure environment 

To help our partners (or other customers to whom we provide 

services on their behalf), such as antiabuse partners, to 

improve their services or online offerings 

Legitimate interest - to support 

our partners’ improvement and 

innovation activities 

To send you educational information (e.g. scam education, 

and new product features) related to the email service we 

provide to you 

Legitimate interest - to help you 

learn how to use and protect your 

email account 

Use of artificial intelligence (AI) 

Our suppliers, acting on our behalf, may process personal data using AI within controlled 

environments. One example is an AI assistant that helps us handle support requests, but we may also 

use AI to develop and improve other parts of our products and services, such as security, spam and 

abuse detection, reliability, service quality, and customer experience.  

We do not use your personal data to train publicly available or general-purpose third-party AI models. 

What you enter into these tools, and the resulting interactions may be used to improve our own AI 

models. Any development or improvement of our own models is carried out by our suppliers on our 

behalf, on our own data and in controlled environments, and we use de-identified or anonymised data 

for this purpose wherever possible. The personal data used for this purpose is limited to what is 

necessary and we apply data-minimisation and confidentiality safeguards to it.  

We do not carry out profiling or solely automated decision-making that produces legal or similarly 

significant effects concerning you. If we ever made such a decision, we would apply the safeguards 

required by Applicable Law, including meaningful human review and a way for you to contest the 

outcome. Our legal basis for this AI-driven processing is our legitimate interest in enhancing and 

improving our services, customer experience, and operational efficiency. 

6. Sharing and disclosure of personal data 

We may share your personal data with the following categories of recipients, including to: 

a) members of our corporate group, which means our subsidiaries, our ultimate holding company and 

its subsidiaries, and specifically Atmail Pty Ltd as a data processor; 

b) our suppliers, service providers, agents, contractors, and partners who assist us with our business 

processes and the provision of our products and services, including Atmail Pty Ltd, which acts as one 

of our data processor and processes certain personal data on our behalf in connection with the 

hosting, operation, maintenance, and support of our email services, including in relation to: 
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i. helpdesk or chat services, namely Zendesk Inc, TTEC Holdings Inc, and Remote Technology 

Inc; 

ii. information technology services, namely Microsoft Corporation, Cloudflare Inc, and Atlassian 

Pty Ltd; 

iii. data processing, transfer, or hosting services, namely Amazon Web Services (AWS), 

FusionAuth (Inversoft LLC), and Twilio Inc; 

iv. third-party products and service providers whose products and services you purchase from us; 

v. providing, managing, supporting, and improving our websites, products, services and 

organisation; 

vi. identity, authentication, and fraud or other crime protection services, credit reporting, or 

management services; 

vii. business analysis and business intelligence services; 

viii. customer relationship management system services, namely Zendesk Inc; 

ix. payment processing services, namely Chargebee Inc, Stripe LLC and PayPal Australia Pty Ltd; 

x. antiabuse services (e.g. antispam, antivirus, antimalware, and image classifiers, etc.), namely 

Abusix Inc, Data443 Inc, and Proofpoint Inc; and 

xi. email delivery, marketing automation, and customer communication services, namely 

Maropost Australia Pty Ltd; 

c) other persons authorised by you or who are responsible for or to you (such as guardians, persons 

holding power of attorney, lawyers, or executors); 

d) regulators, law enforcement, national security agencies, or courts; 

e) credit and debt collection services; 

f) our professional advisers, including consultants, lawyers, bankers, auditors, audit assessors, 

insurers, risk assessors, or accountants who provide consultancy, legal, banking, auditing, insurance, 

risk management, or accounting services; 

g) financiers, investors or third parties to whom we may choose to sell, transfer, or merge parts of our 

business or our assets or that we acquire businesses or merge with (if a change happens to our 

business, then the new owners may use your personal data in the same way as set out in this Privacy 

Notice and also to evaluate our business and whether to proceed with a transaction with us); and 

h) to third parties as required to protect the security or integrity of our services or to exercise or 

protect the rights, property, or personal safety of our company, our users, you, or others. 

Any personal data you make publicly available on our websites or our service may be available to 

others to view. If you remove personal data that you have made public on our websites or on our 

service, copies may remain viewable in cached and archived pages of our websites or our service, or 

by other users who may have copied or saved that personal data. 
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7. International personal data transfers 

Your personal data may be transferred to, and processed in, countries other than the one where you 

live, including: 

• Australia 

• Canada 

• EEA (currently Ireland, Italy, Germany) 

• United States 

• Philippines 

• India 

• Singapore 

Some of these countries may not offer the same level of data protection as your home country. Where 

such transfers occur, we ensure that they are carried out in compliance with applicable data 

protection laws. This includes implementing appropriate safeguards, such as transfers to countries 

covered by an adequacy decision, or the use of standard contractual clauses that require the recipient 

to protect your personal data to an equivalent standard. 

The safeguard depends on the destination:  

• EEA locations and Canada - covered by adequacy and are not restricted transfers; 

• Australia, Singapore, the Philippines and India - rely on standard contractual clauses; and 

• United States - relies on the relevant Data Privacy Framework where the recipient is 

certified, and otherwise on standard contractual clauses. 

We complete a transfer risk assessment for the destinations that rely on safeguards. The specific 

transfer mechanism that applies to you, named under the law of your region, is set out in Part B and 

the corresponding regional part in Part C. 

We may transfer personal data to our affiliates, subsidiaries, and trusted service providers in these 

countries to support the operation of our services. Where we transfer personal data outside of the 

EEA, UK, or other regions with equivalent protection, we will ensure appropriate safeguards are in 

place in accordance with applicable data protection laws. This may include reliance on adequacy 

decisions, standard contractual clauses, or other legally recognised transfer mechanisms. Regardless 

of where your personal data is processed, we will take appropriate steps to ensure that it remains 

protected in accordance with this Privacy Notice and applicable data protection laws. 

8. Personal data retention 

We will retain your personal data while it is required for our business functions, or as is necessary to 

comply with our legal obligations, or to resolve disputes and/or enforce our agreements or rights 

under applicable laws. When we no longer need to retain your personal data for the purposes outlined 

above or as required by applicable law, our process is to destroy or de-identify the information. 
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When the service ends: 

• Personal data: We retain your associated personal data for up to one hundred and twenty 

(120) days, and then delete or anonymise it, unless we are required by law to retain it for 

longer.   

• Account data: We retain your account data for the life of your subscription and only for as 

long as necessary afterwards to meet our legal, regulatory, operational and contractual 

obligations. Billing and payment records are retained for the period required by applicable 

tax and accounting laws; support requests for a reasonable period after they are resolved; 

security logs for a limited period; and marketing preferences are retained until your account 

is closed. 

9. Your rights 

Accuracy. It is important that the personal data you have provided to us is up-to-date, accurate and 

complete. Please keep us informed if your personal data changes during your relationship with us. If 

your details change you can update your account by logging into your account to update your 

password, billing information, and other personal data. 

Anonymous interaction. You have the option to engage with us anonymously. However, if you 

choose to interact with us anonymously, we may not be able to provide our products or services to 

you or make some offers available to you without your personal data. 

Exercising your rights. Where you live determines your rights in relation to personal data. These 

may include the right to access a copy of the personal data we hold about you, to have inaccurate or 

incomplete data corrected, to have your data deleted where there is no lawful basis to continue 

processing it, to restrict processing in certain circumstances, to receive your data in a portable format, 

to object to processing based on our legitimate interests, and to withdraw consent where processing 

is based on consent. The specific rights that apply to you, and the law that grants them, are set out in 

the regional terms in Part C. To exercise any of these rights, please contact our Data Protection 

Officer using the details provided in this Privacy Notice. 

Verification of identity and response times. We may need to request specific information from you 

to confirm your identity and to ensure your right to access your personal data (or exercise any of your 

other rights). This is a security measure to ensure that personal data is not disclosed to anyone who 

has no right to receive it. We aim to respond to all legitimate requests within one month. If your 

request is particularly complex or you have made multiple requests, we may take longer. In such 

cases, we will notify you and keep you informed of progress. We do not charge a fee for responding 

to your request unless we believe it is clearly unfounded, repetitive, or excessive, in which case we 

may charge a reasonable fee or refuse to act on the request. 

Right to complain. You have the right to lodge a complaint with your local data protection 

supervisory authority if you believe that your rights have not been properly respected. 

10. Security of your personal data 

We implement appropriate technical and organisational measures, including industry-standard 

security controls, designed to protect personal data from loss, theft, misuse, and unauthorised 

access, disclosure, alteration, and destruction, taking into account the nature of the personal data that 

we process and the risks associated with that processing. Examples include: 
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• Encryption: Data in transit within our platform is protected using TLS 1.2 or higher, and 

data at rest is encrypted using AES-256. Encryption keys are held and controlled by Atmail 

Pty Ltd, our hosting provider. For email sent to external mail servers, we use the highest 

level of encryption the receiving server supports. If that server does not support TLS, the 

email may be sent without transport encryption. For incoming email, the sending server 

determines the encryption used. We cannot control the encryption standards used by 

systems outside our platform. 

• Access control: System access is restricted by role-based permissions and enforced 

through multifactor authentication (MFA). Access is granted on the principle of least 

privilege. 

• Network security: Firewalls, intrusion detection/prevention systems, and antimalware 

solutions are deployed to safeguard our infrastructure. 

• Physical security: Access to data centres and corporate offices is controlled through 

secure entry systems, surveillance, and visitor management protocols. 

• Monitoring and logging: Continuous monitoring of systems and logging of user activities, 

exceptions, and security events to detect and respond to anomalies promptly. 

• Incident response: A formal incident response plan ensures rapid containment, 

investigation, and remediation of security incidents. 

• Vendor management: Third-party providers undergo security assessments and must 

comply with contractual obligations, including encryption and data protection standards. 

• Regular audits and risk assessments: Internal audits and vulnerability assessments are 

conducted to identify and mitigate risks proactively. 

From time to time, we may temporarily support older encryption standards to allow customers using 

legacy clients to migrate to our service. Our services may also support unencrypted, plain text access 

methods. If you choose to use these methods or weaker encryption standards, your data may be 

exposed in ways outside our control. We strongly recommend configuring your clients to use modern 

encryption standards, including TLS 1.2 or higher, for all access to our platforms. 

These measures are supported by ongoing staff training, documented policies (e.g. Data 

Classification, Acceptable Use, and Password Management), and independent audits to align with 

recognised information security standards, including ISO/IEC 27001, and applicable data protection 

laws. 

11. Children’s privacy 

We do not knowingly collect or solicit personal data from children or anyone under the age of eighteen 

(18). Please contact us if you believe we might have any personal data from or about a child or 

person under the age of eighteen (18). Our services are intended for customers aged eighteen (18) or 

over, and during sign-up we ask you to confirm that you are at least eighteen (18) years of age. 

12. Direct marketing 

While you are our customer, we may use your personal data from time to time to send you 

promotional material and direct marketing communications and information in relation to our products 
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and services which we consider may be of interest to you. We do this by email, SMS, or other 

electronic messages or written notices, or through posting of such material on our services or our 

websites.  

Where permitted by applicable law, we may send you direct marketing as an existing customer. In 

some countries, this means we can send you information about similar products or services because 

you are already our customer. Where the law requires your consent, we will obtain it before we send 

direct marketing.  

Opt-out options: You can opt out of receiving direct or electronic marketing communications from us 

at any time by using the opt-out facilities provided in the marketing communications or by contacting 

us at privacy@junara.com 

Please note that opting out of our marketing does not mean you will not be served advertisements 

online from third-party websites or in messages that may appear in your mailbox. You may still see 

advertisements based on your browsing history, or untargeted advertisements, but you will not be 

served advertising nor be marketed to by us. We do not share personal data with any third party for 

their own marketing purposes. 

13. Cookies 

Our Cookie Policy at https://junara.com/cookie-policy provides you with information about how we 

collect, use, and disclose personal data through cookies. 

We set non-essential cookies only with your consent, and we provide an easy way for you to change 

or withdraw that consent at any time. For further information, please see our Cookie Policy. 

Google Analytics 

We use Google Analytics to understand how people use our website. This involves cookies that 

collect information about your browsing activity. You can opt out of Google's advertising features 

through your Google account settings, browser add-ons, or your device's privacy settings. Google 

provides various tools and options to control how your data is used for advertising purposes. You can 

learn more about how Google uses your data and your available options on Google's privacy pages. 

14. Third-party links 

Our websites may include links to other websites or applications provided by others, including those 

acting on our behalf. We are not responsible for the practices employed by websites or services 

linked to or from our services or websites, including the information or content contained therein. 

Clicking on those links or enabling those connections may allow third parties to collect or share data 

about you in accordance with their own privacy policies. 

Your browsing and interaction on any third-party website or service, including those with a link or 

advertisement on our websites, are subject to that third party’s privacy policies. You acknowledge that 

we do not control third-party websites, and we are not responsible for their privacy practices or 

policies. You should review the privacy policy of any third party and any applicable terms of use when 

you use their websites and applications. 

https://junara.com/cookie-policy/
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15. Social media widgets 

Our websites may include social media features (such as a Facebook Like button and/or other 

widgets) that run on our websites. These features may collect your IP address and which page(s) you 

visit on our websites and may set a cookie to enable the feature to function properly. Social media 

features and widgets are either hosted by a third party or hosted directly on our websites. Your 

interactions with these features are governed by the privacy policy of the organisation providing it. 

16. Contact us 

If you have any questions or concerns about your privacy, you may contact us via: 

Data Controller: Junara, Level 18, 324 Queen St, Brisbane, QLD, 4000, Australia 

Data Protection Officer (DPO): Damien Vandooren dpo@junara.com (+32 474 136 089) 

Junara: privacy@junara.com 

17. Changes to our Privacy Notice 

We may update this Privacy Notice from time to time to reflect changes in our practices, legal 

requirements, or for other operational reasons. The date of the most recent update will always be 

shown at the top of this Notice. 

Where changes are material, we will notify you in advance (e.g. by email or by posting a clear notice 

on our website) before the changes take effect. 

Part B 

Your region 

Part B tells you, by country, which data protection law applies to you, who your regulator is, whether a 

local representative has been appointed, which transfer mechanism we rely on, and which regional 

supplement in Part C applies to you. 

Country Data 

protection 

law 

Regulator Representative Transfer 

mechanism 

Regional 

part 

Australia Privacy Act 

1988 (Cth) 

and the 

Australian 

Privacy 

Principles 

(APPs) 

Office of the 

Australian 

Information 

Commissioner 

(OAIC) 

Not required APP 8 C4 

United 

Kingdom 

UK GDPR 

and the 

Data 

Information 

Commissioner’s 

Office (ICO) 

Cranium 

8 Northumberland Ave 

London WC2N 5BY 

United Kingdom 

UK 

International 

Data Transfer 

Agreement 

C1 
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Protection 

Act 2018 

privacy@junara.com (IDTA) / 

Addendum 

EU / EEA EU GDPR Local 

supervisory 

authority 

Cranium 

Excelsiorlaan 43/3 

1930 Zaventem 

Belgium 

privacy@junara.com 

EU Standard 

Contractual 

Clauses 

(SCCs) 

C2 

Isle of 

Man 

Isle of Man 

Data 

Protection 

Act 2018 

Isle of Man 

Information 

Commissioner 

Cranium 

8 Northumberland Ave 

London WC2N 5BY 

United Kingdom 

privacy@junara.com 

Adequacy / 

SCCs 

C3 

Part C  

Regional terms 

The following regional terms apply to individuals in the relevant region and supplement Part A. Where 

a regional term conflicts with the core notice, the regional term prevails for individuals in that region. 

C1. United Kingdom 

Overseas transfers 

Where we store and access your information 

Your personal data may be stored, processed, or accessed in countries outside the United Kingdom, 

including where our service providers, technology providers, or other business partners are located or 

operate. 

This may occur, for example: 

• Where our service providers are based, or our technology infrastructure is located, outside 

the United Kingdom; 

• When we work with overseas business partners; 

• When we use cloud-based services or data storage solutions; or 

• Where a transfer is required by law or legal proceedings. 

Our approach to overseas transfers 

Where UK data protection law applies and we transfer your personal data outside the United 

Kingdom, we ensure that the transfer is made in accordance with applicable data protection law. 

Depending on the circumstances, this may include:  

• Transferring personal data to a country, territory or organisation covered by UK adequacy 

regulations;  

• Putting in place appropriate safeguards to protect your personal data; or 
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• Relying on another lawful transfer mechanism or exception where permitted by applicable 

data protection law. 

 

What this means for you 

We take reasonable steps to ensure that personal data transferred outside the United Kingdom 

remains appropriately protected and that recipients:  

• Process personal data only for authorised purposes; 

• Apply appropriate technical and organisational security measures; 

• Comply with applicable contractual and legal data protection obligations; and 

• Assist us, where required, in responding to requests relating to your data protection. 

Children’s personal data 

We do not offer our service to, or knowingly collect or process personal data from, persons under the 

age of eighteen (18). 

If we become aware that we have collected personal data from someone under eighteen (18) years of 

age, we will take reasonable steps to delete it. 

If you are a parent or guardian and believe your child under the age of eighteen (18) has provided us 

with personal data, please contact us using the details provided in this Privacy Notice. 

Data retention 

How long we keep your information 

We only keep your personal data for as long as we need it to: 

• Provide our services to you; 

• Meet our legal, tax, accounting or regulatory obligations; or 

• Handle any complaints or legal issues that may arise. 

We may keep your information for longer periods if: 

• You make a complaint that we need to investigate or respond to; 

• We reasonably believe legal action involving our relationship with you might occur; or 

• The law requires us to keep it for specific timeframes. 

How we decide retention periods 

When determining how long to keep your information, we consider: 

• How much information we have and how sensitive it is; 
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• The risk of harm if the information was accessed without permission; 

• Whether we can achieve our purposes in other ways; 

• What legal, regulatory, tax or accounting rules require; and 

• The nature of our relationship with you and the services we provide. 

What happens when we no longer need your information 

Once we no longer need your personal data, we will securely delete or anonymise it in accordance 

with our data retention policies and legal requirements. 

Cookies and analytics 

Cookies and pixels 

We use cookies and similar tracking technologies on our website to enhance your browsing 

experience and improve our services. 

Types of cookies we use 

• Essential cookies: Necessary for the website to function properly 

• Performance cookies: Help us understand how visitors interact with our website 

• Functionality cookies: Remember your preferences and settings 

• Marketing cookies: Used to deliver relevant advertisements and track campaign 

effectiveness 

Cookie consent 

When you first visit our website, you will see a cookie notice pop-up explaining our use of cookies. 

You can choose which types of cookies to accept, find more information about the cookies we use, 

via our cookie pop-up. 

Managing your preferences 

You can visit our Cookie Policy for detailed information about specific cookies, and change your 

cookie preferences at any time by adjusting your browser settings to refuse or delete cookies. Please 

note that disabling certain cookies may affect the functionality of our website and your user 

experience. 

Your rights. Under the UK GDPR, you have the following rights in relation to your personal data: 

• Access - to request a copy of the personal data we hold about you. 

• Rectification - to request correction of any inaccurate or incomplete personal data. 

• Erasure - to request deletion of your personal data where there is no lawful basis for us to 

continue processing it. 
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• Restriction - to request restriction of processing of your personal data in certain 

circumstances. 

• Portability - to receive your personal data in a structured, commonly used, and machine-

readable format and to transmit it to another data controller. 

• Objection - to object to processing of your personal data where we rely on legitimate 

interests as our lawful basis. 

• Withdraw consent - where processing is based on your consent, you may withdraw that 

consent at any time. 

Right to object. You have the right to object at any time, on grounds relating to your particular 

situation, to processing of your personal data which is based on our legitimate interests. Where you 

exercise this right, we will no longer process your personal data for those purposes unless we can 

demonstrate compelling legitimate grounds for the processing which override your interests, rights 

and freedoms, or the processing is for the establishment, exercise or defence of legal claims. 

UK representative. We have appointed Cranium, 8 Northumberland Ave, London, WC2 5BY, United 

Kingdom, as our representative in the United Kingdom under Article 27 of the UK GDPR. You may 

contact our UK representative via privacy@junara.com in relation to matters concerning our 

processing of your personal data.  

Automated decisions and AI. We do not carry out profiling or solely automated decision-making that 

produces legal or similarly significant effects concerning you. If we were ever to make such a 

decision, the rules in the Data (Use and Access) Act 2025 (which inserted Articles 22A to 22D into the 

UK GDPR) apply, and we would apply the safeguards it requires, including meaningful human review 

and a way for you to contest the outcome. We will align this position with the ICO’s final guidance on 

automated decision-making and profiling once it is published.  

Making a complaint 

If you're unhappy with how we've used your personal data, please get in touch with us first using the 

contact details at the end of this Privacy Notice. When you contact us: 

• Give us as much detail as possible about your complaint and we will acknowledge your 

complaint within 30 days of receiving it. If you contact us through social media, we will ask 

for an alternative secure contact method. 

• We will investigate your complaint without undue delay. We will begin investigating as soon 

as we receive your complaint. We will review all relevant facts, speak to relevant staff, and 

check that we have followed our own policies and standards. The time this takes depends 

on the complexity and scale of the issue and any harm you are suffering. 

• We may contact you for more information if we are not sure what your complaint is about 

or to ask what outcome you are looking for. This helps us resolve your complaint more 

quickly. 

• We will keep you updated on progress throughout our investigation. We will provide you 

with updates on timeframes, explain any delays, give you an expected completion date, 

and provide a point of contact for any questions. 
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Right to complain: If you are not satisfied with our response to your complaint, you have the right to 

make a complaint directly to the Information Commissioner's Office (ICO), the UK's data protection 

regulator, at any time.  

The ICO’s address:    

Information Commissioner’s Office 

Wycliffe House 

Water Lane 

Wilmslow 

Cheshire 

SK9 5AF 

Helpline number: 0303 123 1113 

Website: https://www.ico.org.uk/make-a-complaint 

You don't have to contact us first before going to the ICO, but we'd appreciate the opportunity to try to 

resolve your concerns directly with you. 

C2. European Union / European Economic Area 

For individuals in the European Union / European Economic Area (EU/EEA), the processing of your 

personal data is governed by the EU GDPR, and your regulator is your local supervisory authority. 

Your rights. Under the EU GDPR, you have the following rights in relation to your personal data: 

• Access - to request a copy of the personal data we hold about you. 

• Rectification - to request correction of any inaccurate or incomplete personal data. 

• Erasure - to request deletion of your personal data where there is no lawful basis for us to 

continue processing it. 

• Restriction - to request restriction of processing of your personal data in certain 

circumstances. 

• Portability - to receive your personal data in a structured, commonly used, and machine-

readable format and to transmit it to another data controller. 

• Objection - to object to processing of your personal data where we rely on legitimate 

interests as our lawful basis. 

• Withdraw consent - where processing is based on your consent, you may withdraw that 

consent at any time. 

Right to object. You have the right to object at any time, on grounds relating to your particular 

situation, to processing of your personal data which is based on our legitimate interests. Where you 

exercise this right, we will no longer process your personal data for those purposes unless we can 

https://www.ico.org.uk/make-a-complaint
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demonstrate compelling legitimate grounds for the processing which override your interests, rights 

and freedoms, or the processing is for the establishment, exercise or defence of legal claims. 

EU representative. We have appointed Cranium, Excelsiorlaan 43/3, 1930 Zaventem, Belgium, as 

our representative in the European Union under Article 27 of the EU GDPR. You may contact our EU 

representative via privacy@junara.com in relation to matters concerning our processing of your 

personal data.  

Transfers. Where we transfer your personal data outside the EEA to a country that is not covered by 

a European Commission adequacy decision, we rely on the EU Standard Contractual Clauses 

(SCCs) approved by the European Commission, and, where relevant, the Swiss Addendum. For 

transfers to the United States, we rely on the EU-US Data Privacy Framework where the recipient is 

certified. 

Automated decisions and AI. We do not carry out profiling or solely automated decision-making that 

produces legal or similarly significant effects concerning you. If we were ever to make such a 

decision, Article 22 of the EU GDPR would apply, and we would apply the safeguards it requires, 

including meaningful human review and a way for you to contest the outcome.  

Right to complain. You have the right to lodge a complaint with the data protection supervisory 

authority in the EU/EEA Member State where you live or work, or where you believe that your rights 

have not been properly respected. 

C3. Isle of Man 

For individuals in the Isle of Man, the processing of your personal data is governed by the Isle of Man 

Data Protection Act 2018 (which applies the GDPR as part of the law of the Isle of Man), and your 

regulator is the Isle of Man Information Commissioner. 

Your rights. Under the Isle of Man Data Protection Act 2018, you have rights in relation to your 

personal data corresponding to those set out in the core notice, including the rights of access, 

rectification, erasure, restriction, portability, objection (including the standalone right to object to 

processing based on our legitimate interests), and to withdraw consent. 

Representative. We have appointed Cranium, 8 Northumberland Ave, London, WC2 5BY, United 

Kingdom, as our representative in the United Kingdom under Article 27 of the UK GDPR. You may 

contact our UK representative via privacy@junara.com in relation to matters concerning our 

processing of your personal data.  

Transfers. Where we transfer your personal data outside the Isle of Man, we rely on adequacy 

determinations where available, and otherwise on EU Standard Contractual Clauses (SCCs) and, 

where relevant, the Swiss Addendum. 

Automated decisions and AI. The Isle of Man Data Protection Act 2018 applies the GDPR, including 

its restrictions on solely automated decision-making. Where any such decision producing legal or 

similarly significant effects concerning you is made, we apply the safeguards required, including 

meaningful human review and a way for you to contest the outcome. 

Right to complain. You have the right to lodge a complaint with the Isle of Man Information 

Commissioner if you believe that your data protection rights have not been properly respected. 



Junara - Privacy Notice - Version 2.1 17 

C4. Australia 

For individuals in Australia, the processing of your personal data is governed by the Privacy Act 1988 

(Cth) and the Australian Privacy Principles (APPs), and our regulator is the Office of the Australian 

Information Commissioner (OAIC). 

Your rights. Under the Privacy Act 1988 (Cth) and the Australian Privacy Principles, you may request 

access to the personal data we hold about you (APP 12) and request correction of that personal data 

(APP 13). You may also make a complaint about our handling of your personal data. Where we rely 

on our legitimate interests in the core notice, in Australia that processing is undertaken as permitted 

under the Australian Privacy Principles. 

AU representative. A local representative is not required. 

Transfers. Where we disclose your personal data to an overseas recipient, we handle that cross-

border disclosure in accordance with Australian Privacy Principle 8 (APP 8), taking reasonable steps 

to ensure the recipient does not breach the APPs in relation to that information, or otherwise relying 

on the exceptions available under APP 8. 

Right to complain. If you believe that we have breached the Australian Privacy Principles or 

otherwise mishandled your personal information, you may make a complaint to us by contacting us 

via privacy@junara.com and providing sufficient details about your complaint so that we can 

investigate it. We will review your complaint and respond within a reasonable period. We aim to 

respond within thirty (30) days. If you are not satisfied with our response, or if we do not respond 

within thirty (30) days, you may lodge a complaint with the Office of the Australian Information 

Commissioner (OAIC). 
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